Blended Learning: 
Don’t Be Another Fish in the Dark Net
October 15, 2018 


Class Description:  
Given the volume of electronic information routinely exchanged every day, data security has never been a more critical business issue.  A simple act of carelessness can cause a serious data breach.  As court employees it is important for us to recognize potential security risks and identify best practices to avoid these threats.   In this video, Mark Lanterman, Chief Technology Officer at a Computer Forensic Service, reviews phishing techniques, discusses cases of compromised security and provides an understanding of the ‘Dark Web’.  

Objectives: 
· Identify examples of the types of incidents that can compromise information security.
· Increase security awareness on the part of employees to avoid security breaches.
· Identify appropriate strategies to prevent a data breach.

Part 1: Previewing Activity (10 minutes)
· [bookmark: _Hlk522478869] Pew Research Center Cybersecurity Knowledge Quiz.  
· Test your knowledge.  

Part 2: View 2018 Judicial Conference Session Closing Plenary (1:30 minutes)

Part 3: Post-Viewing Activity (20 minutes)
· Move to group discussion on the following:
· Mark Lanterman stated, ‘hackers need our help’?  What does he mean by this? What do you currently do to avoid helping a hacker?  
· What are some of your court’s policies or safeguards to avoid a data breach?
· Can you think of a predominant news event where a company experienced a cyber security threat?  (Target, etc.)





Facilitator Instructions, Resources, and Notes Page

Part 1:  Facilitator Notes:  
· This Word document includes the 10 question Pew Research Center Cybersecurity Knowledge Quiz on pages 1 and 2.  
· Pages 3 and 4 contain the key with correct answer, as well as additional comments regarding the individual items.  

[bookmark: _MON_1596296483]           
· It is suggested that the Cyber Security Quiz on pages 1 and 2 be copied and handed out to participants at the beginning of class.  
· Quiz Administration 
· In the interest of time, complete the quiz as a group with discussion on each question in sequence.
· Pages 3 and 4 (key and information) to be passed out after discussion.
· For locations with technology options, the quiz can be displayed on a screen for additional visual interest.
· The quiz can be accessed at the following link.
http://www.pewinternet.org/quiz/cybersecurity-knowledge/

Part 2:  Facilitator Notes:  
· Prepare for this section by pausing the following link at the start of the Dark Web presentation.  Begins at 2:05
http://supremestateaz.granicus.com/MediaPlayer.php?publish_id=76212cde-7f0f-11e8-a691-00505691de41	

Part 3:  Facilitator Notes:  
· Prepare for the final discussion point (see Part 3: Post Viewing Activity) in this section by reviewing the following links (or other news on security threats) to facilitate the discussion on cyber security threats
· Can you think of a predominant news event where a company experienced a cyber security threat?  
· Options of news articles for class review:
· https://www.csoonline.com/article/3176181/security/yahoo-execs-botched-its-response-to-2014-breach-investigation-finds.html
· https://www.healthcareitnews.com/news/phishing-attacks-breach-alive-hospice-1-4-months
· https://blog.myheritage.com/2018/06/myheritage-statement-about-a-cybersecurity-incident/
· Bonus Topic
· Supreme Court AO 2018-72, Breach Notification at the following link.
· How should the courts respond to a data breach by notifying court users and affected parties?  Based on this AO, what do you think?
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 IN THE SUPREME COURT OF THE STATE OF ARIZONA 
____________________________________ 


 
 
 
In the Matter of:    ) 
 ) 
PROTECTING THE PERSONAL ) Administrative Order 
INFORMATION OF COURT USERS ) No. 2018 - 72 
AND NOTIFYING AFFECTED )  (Replacing Administrative 
PERSONS IN THE EVENT OF A )  Order No. 2008-68)  
SECURITY SYSTEM BREACH  ) 
____________________________________) 


 
Administrative Order No. 2008-68 issued by this court required creation and adoption of a 


local policy for protection of confidential personal information and notification of affected persons in 
the event of a breach that exposes unencrypted or unredacted personal information not otherwise 
publicly available.  A.R.S. § 18-552(O) requires courts to “create and maintain an information 
security policy that includes notification procedures for a security system breach” of the court.   
A.R.S. § 18-551(1) defines a security system breach as follows:  


An unauthorized acquisition of and unauthorized access that materially compromises 
the security or confidentiality of unencrypted and unredacted computerized personal 
information maintained as part of a database of personal information regarding 
multiple individuals.  


 
Personal information about court users is collected in the course of conducting the official 


business of the judiciary as required by law or as necessary or desirable to carry out judicial orders.  
Recent legislative changes (Law 2018, Ch. 177, HB 2154) have expanded the definition of personal 
information to include both of the following: 


 
(i)  An individual’s first name or first initial and last name in combination with one 


or more specified data elements. 
(ii)  An individual’s user name or e-mail address, in combination with a password or 


security question and answer, that allows access to an online account. 
 
A.R.S. § 18-551(7)(a). 
 
HB 2154 also greatly expanded the definition of “specified data element” to include any of 


the following: 


(a)  An individual’s social security number. 
(b) The number on an individual’s driver license . . . or nonoperating identification 


license . . .  
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(c)  A private key that is unique to an individual and that is used to authenticate or 
sign an electronic record. 


(d) An individual’s financial account number or credit or debit card number in 
combination with any security code, access code or password that would allow 
access to the individual’s financial account. 


(e) An individual’s health insurance identification number. 
(f)  Information about an individual’s medical or mental health treatment or diagnosis 


by a healthcare professional. 
(g)  An individual’s passport number. 
(h)  An individual’s taxpayer identification number or an identity protection personal 


identification number issued by the United States Internal Revenue Service. 
(i)  Unique biometric data generated from a measurement or analysis of human body 


characteristics to authenticate an individual when the individual accesses an 
online account. 


 
A.R.S. § 18-551(11). 
 
The protection of confidential personal information and notification of affected persons in the 


event of a breach is of paramount importance to the public and the judiciary.  Statewide policies are 
needed to define responsibility for notifying individuals who may be affected when the security of 
their personal information has been compromised. 
 


Therefore, pursuant to Article VI, Section 3, of the Arizona Constitution, 
 


IT IS ORDERED that not later than January 1, 2019, all courts shall revise their local policy 
complying with Administrative Order No. 2008-68 requiring protection of databases containing 
confidential personal information to incorporate the expanded definition of personal information in 
A.R.S. § 18-551(7) and (11).  The Administrative Office of the Courts (AOC) shall revise the policy 
for the automation systems and centralized data it manages, with which courts using statewide 
systems will be expected to comply.  Any individual court managing a local automation system or 
storing data locally or in the cloud shall adopt a policy governing security of those databases.  At a 
minimum, the revised policies shall include:   


 
1. Responsibility for judicial department notification.  Any court employee who 


downloads all or part of a database of confidential personal information regarding 
multiple individuals onto an end-user storage device other than a court computer or 
court-provided mobile device, shall provide notice to his or her supervisor or other 
appropriate person in the chain of authority if a breach may have occurred.  An end-user 
storage device may include a personal PC, phone, or flash drive, or an off-site data 
storage system such as a web-based data repository or “cloud storage” location other than 
the court’s OneDrive for Business.  The court administrator or clerk of court responsible 
for the data system that is suspected of being breached shall notify the presiding judge of 
the court and the Administrative Director within 24 hours. 
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2. Breach notification procedures.  The court administrator or clerk of court responsible 
for the automated system or storage device that is the object of the suspected breach shall 
determine whether a breach has occurred and notify those affected if a breach has 
occurred.  The person responsible for providing notice of the breach shall provide the 
required notice in the most expeditious manner possible and without delay, subject to the 
needs of law enforcement if a criminal investigation is pending, and within 45 days of the 
positive determination of the breach.  Sample notification letters are attached to this 
order.  e-Mail notices may be used where the court has addresses.  Telephonic notice may 
be used if contact is made directly with the affected individuals and not through a 
prerecorded message.  


 
3. Large scope notification instructions.  When more than 1000 individuals are affected, 


the court must also notify the three largest nationwide consumer reporting agencies and 
the Arizona Attorney General’s Office as required by § 18-552(B)(2)(b).  When the cost 
of individual notices exceeds $50,000.00 or the breach affects more than 100,000 
individuals, the local court shall coordinate such notification through the AOC, which 
shall notify the public using conspicuous posting of the notice on the AZCourts.gov 
website for at least 45 days and shall provide written notice to the Arizona Attorney 
General’s Office as required by § 18-552(F)(4)(a). 
 


Dated this 8th day of August, 2018. 
 
 
 
 


____________________________________ 
SCOTT BALES 
Chief Justice 
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SAMPLE LETTER 1 
Data Acquired: Credit Card Number or Financial Account Number Only 


 
 
Dear  : 
 
We are writing to you because of a recent incident involving a breach of security for an electronic 
database at [name of court or department] containing [specific category of personal information] 
on [approximate date]. 
 
[Describe what happened in general terms, what type of personal information was involved, and 
what you are doing in response.] 
 
To protect yourself from the possibility of identity theft, we recommend that you immediately 
contact the credit card or financial account issuer for the account that may have been the subject of 
unauthorized access and ask them to either close your account or provide you with a new account 
number.  Tell them that your account may have been compromised. If you want to open a new 
account, ask the company to give you a PIN or password. This will help control access to the new 
account in the future. 
 
We also recommend that you place a fraud alert on your credit files. A fraud alert lets creditors know 
to contact you before opening new accounts. Just call any one of the three credit reporting agencies at 
a number or address below. 
 
Experian Equifax Information Services TransUnion 
888-397-3742 888-766-0008 800-680-7289 
475 Anton Blvd. 
Costa Mesa, CA 92626 


P. O. Box 740256 
Atlanta, GA 30374 


P.O. Box 2000 
Chester, PA 19016 


 
For more information on identity theft, we suggest that you visit the Office of the Attorney General 
at http://www.azag.gov/cybercrime/ID_Theft.html; the Department of Public Safety at 
http://www.azvictims.com/identity/default.asp; or the Federal Trade Commission at 
www.consumer.gov/idtheft or (202) 326-2222 or 600 Pennsylvania Avenue, NW, Washington, DC 
20580.  If there is anything [name of department] can do to assist you, please call [phone number]. 
 
[Closing] 



http://www.azag.gov/cybercrime/ID_Theft.html

http://www.azvictims.com/identity/default.asp

http://www.consumer.gov/idtheft
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SAMPLE LETTER 2 
Data Acquired: Driver’s License or Arizona ID Card Number 


 
 
Dear  : 
 
We are writing to you because of a recent incident involving a breach of security for an electronic 
database at [name of court or department] on [approximate date].   
 
[Describe what happened in general terms, what kind of personal information was involved, and 
what you are doing in response.] 
 
Since your Driver’s License [or Arizona Identification Card] number was involved, we recommend 
that you immediately contact your local Dept. of Motor Vehicles office to report the theft. Ask them 
to put a fraud alert on your license. Then call the toll-free MVD Customer Service Center at 800-
251-5866 for additional information. 
  
If your Driver’s License or Arizona ID Card Number is also your Social Security Number, we 
recommend that you place a fraud alert on your credit files. A fraud alert lets creditors know to 
contact you before opening new accounts. Just call any one of the three credit reporting agencies at a 
number below. This will let you automatically place fraud alerts with all of the agencies. You will 
then receive letters from all of them with instructions on how to get a free copy of your credit report 
from each. 
Experian Equifax Information Services TransUnion 
888-397-3742 888-766-0008 800-680-7289 
475 Anton Blvd. 
Costa Mesa, CA 92626 


P. O. Box 740256 
Atlanta, GA 30374 


P.O. Box 2000 
Chester, PA 19016 


 
Look over your credit reports carefully when you receive them.  Look for accounts you did not 
open. Look for inquiries from creditors that you did not initiate. Look for personal information, 
such as home address and Social Security number that is not accurate. If you see anything you do 
not understand, call the credit reporting agency at the telephone number on the report. 
 
If you do find suspicious activity on your credit reports, call your local police or sheriff’s office and 
file a report of identity theft.  [Or, if appropriate, give contact number for law enforcement agency 
investigating the incident for you.]  Get a copy of the police report. You may need to give copies to 
creditors to clear up your records. 
 
Even if you do not find any signs of fraud on your reports, we recommend that you check your credit 
reports every three months for the next year. Just call one of the numbers above to order your reports 
and keep the fraud alert in place. 
 
For more information on identity theft, we suggest that you visit the Office of the Attorney General 
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at http://www.azag.gov/cybercrime/ID_Theft.html; the Department of Public Safety at 
http://www.azvictims.com/identity/default.asp; or the Federal Trade Commission at 
www.consumer.gov/idtheft or (202) 326-2222 or 600 Pennsylvania Avenue, NW, Washington, DC 
20580.  If there is anything [name of your department] can do to assist you, please call [phone 
number]. 
 
[Closing] 



http://www.azag.gov/cybercrime/ID_Theft.html

http://www.azvictims.com/identity/default.asp

http://www.consumer.gov/idtheft
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SAMPLE LETTER 3 
Data Acquired: Social Security Number or Taxpayer Identification Number 


 
Dear : 
 
We are writing to you because of a recent security incident at [name of court or department] that 
took place on [approximate date]. [Describe what happened in general terms, what kind of personal 
information was involved, and what you are doing in response.] 
 
To protect yourself from the possibility of identity theft, we recommend that you place a fraud alert 
on your credit files.  A fraud alert lets creditors know to contact you before opening new accounts. 
Just call any one of the three credit reporting agencies at a number below. This will let you 
automatically place fraud alerts with all of the agencies. You will then receive letters from all of 
them, with instructions on how to get a free copy of your credit report from each. 
 
Experian Equifax Information Services TransUnion 
888-397-3742 888-766-0008 800-680-7289 
475 Anton Blvd. 
Costa Mesa, CA 92626 


P. O. Box 740256 
Atlanta, GA 30374 


P.O. Box 2000 
Chester, PA 19016 


 
Look over your credit reports carefully when you receive them.  Look for accounts you did not open. 
Look for inquiries from creditors that you did not initiate. And look for personal information, such as 
home address, that is not accurate. If you see anything you do not understand, call the credit reporting 
agency at the telephone number on the report. 
 
If you do find suspicious activity on your credit reports, call your local police or sheriff’s office and 
file a police report of identity theft. [Or, if appropriate, give contact number for law enforcement 
agency investigating the incident for you.] Get a copy of the police report. You may need to give 
copies of the police report to creditors to clear up your records. 
 
Even if you do not find any signs of fraud on your reports, we recommend that you check your credit 
report every three months for the next year. Just call one of the numbers above to order your reports 
and keep the fraud alert in place. 
 
For more information on identity theft, we suggest that you visit the Office of the Attorney General 
at http://www.azag.gov/cybercrime/ID_Theft.html; the Department of Public Safety at 
http://www.azvictims.com/identity/default.asp; or the Federal Trade Commission at 
www.consumer.gov/idtheft or (202) 326-2222 or 600 Pennsylvania Avenue, NW, Washington, DC 
20580.  If there is anything [name of your department] can do to assist you, please call [phone 
number]. 
 
[Closing] 



http://www.azag.gov/cybercrime/ID_Theft.html

http://www.azvictims.com/identity/default.asp

http://www.consumer.gov/idtheft
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SAMPLE LETTER 4 
Data Acquired: User Name or e-Mail Address with Password or Security Question/Answer 
 
 
Dear  : 
 
We are writing to you because of a recent incident involving a breach of security for an electronic 
database storing your login credentials for an online application at [name of court or department] 
on [approximate date]. 
 
[Describe what happened in general terms, what specific information was involved, and what you 
are doing in response.] 
 
We have forced a password reset for your account effective upon your next login. To protect yourself 
from the possibility of other online accounts having matching user IDs and passwords or security 
questions/answers being taken over, we recommend that you immediately change passwords and 
security questions for any website that makes use of the same user name, password, or security 
questions/answers. 
 
Protection of your online account information is a high priority for us.  If there is anything [name of 
department] can do to further assist you, please call [phone number]. 
 
[Closing] 
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How much do you know about cybersecurity?

1. What does the “https://” at the beginning of a URL denote, as opposed to "http://" (without the “s”)?

· That the site has special high definition

That information entered into the site is encrypted

That the site is the newest version available

That the site is not accessible to certain computers

None of the above

Not Sure

2. Which of the following is an example of a “phishing” attack?

Sending someone an email that contains a malicious link that is disguised to 

 look like an email from someone the person knows

Creating a fake website that looks nearly identical to a real website in order to      

 trick users into entering their login information

Sending someone a text message that contains a malicious link that is 

 disguised to look like a notification that the person has won a contest

All of the above

Not Sure

3. A group of computers that is networked together and used by hackers to steal information is called a?

Botnet

Rootkit

DDoS

Operating system

Not sure





4. Some websites and online services use a security process called two-step authentication. Which of the following images is an example of two-step authentication?

· 1.[image: http://assets.pewresearch.org/wp-content/uploads/sites/14/2017/02/14152926/pi_cybersecurity-quiz_question4_image-1_two-factor.png]
2.

· [image: http://assets.pewresearch.org/wp-content/uploads/sites/14/2017/02/14151835/pi_cybersecurity-quiz_question4_image-2_captcha.png]
3.

· [image: http://assets.pewresearch.org/wp-content/uploads/sites/14/2017/02/14151838/pi_cybersecurity-quiz_question4_image-3_security-questions.png]


[image: http://assets.pewresearch.org/wp-content/uploads/sites/14/2017/02/14151840/pi_cybersecurity-quiz_question4_image-4_confirm-image.png]

None of these

Not sure

5. Which of the following four passwords is the most secure?

Boat123

WTh!5Z

into*48

123456

Not sure



6. Criminals access someone’s computer and encrypt the user’s personal files and data. The user is unable to access this data unless they pay the criminals to decrypt the files. This practice is called?

Botnet

Ransomware

Driving

Spam

None of the above

Not sure

7. “Private browsing” is a feature in many internet browsers that lets users access web pages without any information (like browsing history) being stored by the browser. Can internet service providers see the online activities of their subscribers when those subscribers are using private browsing?

Yes

No

Not sure

8. Turning off the GPS function of your smartphone prevents any tracking of your phone’s location.

True

False

Not sure

9. If a public Wi-Fi network (such as in an airport or café) requires a password to access, is it generally safe to use that network for sensitive activities such as online banking?

Yes, it is safe

No, it is not safe

Not sure

10. What kind of cybersecurity risks can be minimized by using a Virtual Private Network (VPN)?

Use of insecure Wi-Fi networks

Key-logging

De-anonymization by network operators

Phishing attacks

Not sure


















Answers and Follow-up Comments

1. Correct Answer: That the site is not accessible to certain computers

Follow-up comments: Encrypting information entered into a website makes it far more difficult for anyone other than the user and website owner to read the information. As of February 2017, around half of all internet traffic is now encrypted.



2. Correct answer: All of the above



Follow-up comments: Phishing attacks attempt to get a user to click on a malicious link or file by impersonating a trusted source the user is familiar with. All three of the choices listed are examples of a phishing attack.

3. Correct answer: Botnet

Follow-up comments: a network of private computers infected with malicious software and controlled as a group without the owners' knowledge, e.g., to send spam messages.



4.

 [image: http://assets.pewresearch.org/wp-content/uploads/sites/14/2017/02/14152926/pi_cybersecurity-quiz_question4_image-1_two-factor.png]

Follow-up comments: This is the only example of two-step authentication listed – true two-step authentication requires the user to enter a one-time code each time they log in to their account, in addition to their regular username and password. While the other answers may require users to perform two separate operations to gain access to a site, they are not examples of two-step authentication.










5. Correct answer: WTh!5Z



Follow-up comments: This password contains the basic elements of a strong password recommended by experts. It contains a combination of letters, numbers and symbols; it includes both upper and lower-case letters; and it does not contain any words from the dictionary. For more information on creating strong passwords, see:            https://www.wired.com/2016/05/password-tips-experts/



6. Correct answer: Ransomware

Follow-up comments: Ransomware is a type of malicious software designed to block access to a computer system until a sum of money is paid.

7. Correct answer: Yes



Follow-up comments: Private browsing prevents a user’s internet browser from storing certain kinds of files on his or her device. However, internet service providers can still see all of the details of the user's web traffic.



8. Correct answer: False



Follow-up comments: In addition to GPS, smartphones can also be tracked using the cellphone towers or Wi-Fi networks that the phone is connected to



9. Correct answer: No, it is not safe



Follow-up comments: Even if a public Wi-Fi network requires a password, other users can potentially view the sensitive information a user sends across that Wi-Fi network. For more information see:

 http://fieldguide.gizmodo.com/how-to-stay-safe-on-public-wifi-1779464400



[bookmark: _GoBack]10. Correct Answer: Use of insecure Wi-Fi networks



Follow-up comments: A Virtual Private Network (VPN) allows users to create an encrypted connection between their devices and the internet, making it much harder for anyone other than the user to see their activity.



	                                                                                                                                                                                                                                     Copyright 2018 Pew Research Center: http://www.pewinternet.org/quiz/cybersecurity-knowledge/





image2.png

ime code to your email address:

Check your email and enter the code
The code will expire 10 minutes after you request it

Enter code:
Request another code

m Gancel






image3.png

Type the two words:







image4.png

Please answer your security questions.
‘These questions help us verify your identiy.

Who was your best childhood friend?

In which city did your mother and father meet?

Forgot your answers? Send reset security info emal to dxxx@mac.com »
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